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2. 91 Engineering

1 Purpose

The purpose of this policy is to establish a framework for remote access to ST Engineering
iDirect customer’s infrastructure to preserve the best interests of ST Engineering iDirect’s
customers and ST Engineering iDirect for business continuity, corporate identity, and
profitability.

2 Scope

This policy is applicable to all personnel working on behalf of ST Engineering iDirect in
compliance with the Employee Policy Manual. The terms of this policy shall remain in force
in perpetuity from the date an individual or organization’s engagement begins with ST
Engineering iDirect.

3  Policy Ownership and Review

All entities governed by the overarching Information Security Policy are subject to the
referenced roles and responsibilities in addition to those specifically stated within this
supporting policy.

This policy is owned by the Information Security Manager and implemented by the
Customer Success Team.

4 Terms and Definitions

Term Definition

Individuals who act on behalf of ST Engineering
Authorized Personnel iDirect which may include employees, consultants,
contractors, vendors, temporary personnel.

Any episode when ST Engineering iDirect accesses
Event customer network or infrastructure with explicit
permission of the customer.

Internally published document ensuring that ST
Engineering iDirect Employees understand their
respective roles, responsibilities, and requirements to
do so and the policies that govern them.

Employee Policy Manual
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Any individual accessing customer infrastructure on behalf of ST Engineering
iDirect is required to have a ST Engineering iDirect user account and have access
to this policy.

Remote access is requested to the customer’s Infrastructure only when absolutely
required, after exhausting other available methods. Customers are responsible for
determining how their infrastructure is accessed, what systems are accessed and in
what timeslot they can be accessed. ST Engineering iDirect is responsible for
documenting the customer approval, details, and timeslot in writing in an auditable
manner, such as logging the applicable approval in the Service Desk Portal.

If a customer provides ST Engineering iDirect with any log-in credentials to their
infrastructure, it is the customer’s responsibility to manage these passwords in line
with their own password policy and to revoke access when the allotted timeslot for
the authorized activity has expired.

The recommended method of accessing a customer’s infrastructure is through one
of the Remote Support tools preapproved by ST Engineering iDirect. The subjects
of this policy are responsible for downloading and using only the appropriately
licensed version of any Remote Support tools. The Customer Success team can
verify if the customers’ preferred Remote Support Tool is preapproved.

In the event customers are unable to implement the remote access methods
through the preapproved Remote Support tools, ST Engineering iDirect may be
able to access a customer’s infrastructure with their explicit permission, through a
direct Internet connection or other means such as a VPN connection. ST
Engineering iDirect will make reasonable efforts to support this alternative method
of remote access; however persistent connections such as site to site VPN tunnels
are prohibited without explicit permission from the ST Engineering iDirect CISO.

ST Engineering iDirect Authorized Personnel will be required to request access
credentials for each Event where remote access is required. In case of Exceptions
(as referenced in Section 6.2.), itis ST Engineering iDirect’s intent to safely store
credentials according to our password policy for access to customer’s infrastructure
or remote access tools if required.

The customer is responsible to actively monitor the ST Engineering iDirect
Authorized Personnel during all Events.

Once the Event is complete, ST Engineering iDirect Authorized Personnel will log
out and disconnect the session and the customer shall revoke access.

Regardless of the method used for remote access, customers are requested to
change access credentials after each use in accordance with security best
practices.
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6 Compliance

6.1 Compliance Measurement

As noted in the ST Engineering iDirect Employee Policy Manual, ST Engineering iDirect
may at any time make exceptions to its policies and may change or revise some or all its
policies, with or without prior notice to employees. This policy will be updated to reflect
those changes in accordance with the Employee Policy Manual guidelines. ST Engineering
iDirect requires its employees to acknowledge the Employee Policy Manual annually. This
policy is available on the corporate intranet as well as the public website. The ST
Engineering iDirect Authorized Personnel will be notified when policy adjustments are made
through updates to the Policy Document Management System.

6.2 Exceptions

Any exception to the policy must be approved by the policy owner (as referenced in Section
3 above) in advance and documented.

6.2.1 Known exceptions

There are occasions where our customers require named user accounts to allow remote
access into their network. This causes delays in getting support while these specifically
named accounts are created. To that end there is a permanent exception to this policy
where a customer requires named accounts, and the accounts are protected by a 2nd
authentication method. In this scenario credentials provided by the customer are
maintained in the same way an ST Engineering iDirect employee manages their own
credentials.
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